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Quantum Quantum cybersecurity program management 0
Cybersecurity

Skulmoski, Gregory, Memari, Ashkan EXEL
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- g ! 3 . 3
Quantum technology interest is accelerating for two kKey reasons: first, guantum technologies

promise transformative capabilities. Indeed, gquantum computing is seen as a strategic necessity by
the world's leading economies. Second, experts unanimously agree that a cryptographically-releva..
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Hello! I'm your reading assistant. Feel free to ask me anything about this
book— can summarize, share backaround knowledge, and explain any.
terms you don't understand. Happy reading!

ording to the article, what is the difference between 'experimenting’
and 'testing’ in the context of quantum technologies? [[178]]

Summary of "Quantum Cybersecurity Program Management"
Key Ideas:
= Quantum Technology and Cybersecurity Threats:
© Quantum technologies offer transformative capabilties but also pose
significant risks to classical encryption methods.
© A cryptographically relevant quantum computer can potentially break
existing encryption, urgent by
« Program Management Approach:
© The book outiines a structured program management approach for
organizations to transition to quantum technologies and post-quantum
cryptography.
o It emphasizes the importance of aligning with best practices from
established frameworks like ITIL and NIST.
« Key Components of Quantum Cybersecurity:
© Quantum Awareness: Organizations must build knowledge and skills
regarding quantum technologies.
o Risk A risk strategy is
crucial_including identifying_analyzing_and treating risks associated

WEABOBEARITA?
O Experimenting s for learning, testing Is for production.

Q WABNERETERARET BRFITHSMERSEBOSRER, #
NIE EERNAE. HTWATRHT EROAEFREZSIERITEN
EAEE, UREREEBOMNPREVCMLMUOSE. 1, B8
RHET ALY, CEARCEFRANEZIES, EGHFENETITENN
HIHLE TR T A FE R,

O Experimenting is for quality control, testing is for research

O Experimenting involves finding defects, testing involves applying quantum
technologies.

O Experimenting is done in production, testing is done in a laboratory setting.
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Summary of "Quantum Cybersecurity Program Management"
Key Ideas:
* Quantum Technology and Cybersecurity Threats:

o Quantum technologies offer transformative capabilities but also pose
significant risks to classical encryption methods.

o A cryptographically relevant quantum computer can potentially break
existing encryption, necessitating urgent preparations by organizations.

* Program Management Approach:

o The book outlines a structured program management approach for
organizations to transition to guantum technologies and post-guantum
cryptography.

¢ It emphasizes the importance of aligning with best practices from
established frameworks like ITIL and NIST.

* Key Components of Quantum Cybersecurity:

o Quantum Awareness: Organizations must build knowledge and skills
regarding guantum technologies.
o Risk Management: A comprehensive risk management strategy is

How can
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